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Motivation R ALTATION
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» Several industry players have recently started offering services implemented by
automated vehicles

» Safety remains key question

» Needs to be built-in, not bolt-on!

» “How safe is safe enough?”

IS still not fully answered.
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VV-METHODS PEGASUS family — Publicly-funded projects in Germany Riﬁfﬁ:ﬁ?&""

METHODS

» The PEGASUS Family focuses on development / testing
methods and tools for AD systems on highways VV-Methods YOV
and in urban environments ETHODS

» Scope: Methods, toolchains,
specifications for technical assurance

Eigxgisuspmiekt P SR « Use-Case: L4/5 in urban environments
: : : PEGASUS » Partners: 23 partners

» Scope: Basic methodological framework  Timeline: 07/2019 — 06/2023

» Use-Case: L3/4 on highways
e Partners: 17 PEGASUS
FANIILY SET Level 4to5 .!"’t"“'
=y

e Scope: Simulation platform, toolchains,
definitions for simulation-based testing

» Use-Case: L4/5 in urban environments

» Partners: 20 partners

» Timeline: 03/2019 — 08/2022

+ future projects of the PEGASUS Family

2016 2019
>» Time
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https://www.pegasusprojekt.de/en/home

VV-METHODS - Project setup R VALIDATION

METHODS

Funded by Ministry of Economics and Technology (BMWi)
Start, Runtime 07/2019, 4 years

Budget total 4TME

Partners
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VV-METHODS — Main goals R ALIDATION

METHODS

Systematic control of test space
» Methods to optimize (and reduce) the test
parameter space to a manageable minimum

Consistent interfaces for assurance argumentation, systems
and components across the supply chain
» Definition of incremental tests of subsystems and
overall systems

Significant shift from real-world testing to simulation
» Methods for seamless testing across all test instances

...and a coherent assurance argument linking the developed methods.
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Automated vehicles will NOT be infallible! Rﬁ:ﬁﬁ:ﬁ?&""
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incomplete
knowledge

incomplete
requirements

measurement
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virtual V&V
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2L possibly incomplete
- V&V process

"Freigabefalle" p

based on

(Winner & Wachenfeld, 2013)

b Risk :
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“*Safe enough”

Quelle: 800gle Maps

“Safer tha \ \ ”

= Qur current traffic system is an op
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oving in traffic
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This inherent risk is obviousl|
= Aprinciple of trust (most oftg

= \Worst-case assumptions Ieai

' #salways expect the unexpected.”

b E fted agents?
partially based on (Gasser & Frey 2018), IfR ,,Oberseminar”

04.06:2021 | 28. SafeTRANS INDUSTRIAL DAY | MarcusfNolte _

-



Challenges for a coherent assurance argument Rﬁ:ﬁﬁ:ﬁi‘lﬁ’"
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How can we argue for the abscence of unreasonable risk in an open context?

Sea B

...In a comprehensible manner for a variety of stakeholders? LS ‘ _?.\
... to ensure (& enhance) public trust in the technology?

...while not knowing what ,reasonable” really means?

04.06:2021 | 28. SafeTRANS INDUSTRIAL DAY | MarcusfNolte



Traceable decomposition & continuous validation of claims Rﬁ:ﬁﬁ:ﬁ?&""

METHODS

» Enable argumentation that safety case will remain valid, even if system context changes.

» Traceable decomposition / interpretation of claims (assumptions)
» Continuous post-release verification & validation w.r.t new findings: Do assumptions still hold?

aten von OpenStreetMap - Veroffentlicht
unter ODbL

interpretation continuous
of claims V&V
of claims
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http://www.openstreetmap.org/
http://opendatacommons.org/licenses/odbl/

There is more to an assurance argument than an ISO 21448- / UL4600- Rﬁ:ﬁﬁ:ﬁ?&""

compliant notation

» Not necessarily self-explaining, i.e. accessible
for every stakeholder

» No direct connection between the argument’s
structure & processes for evidence generation

» VVM addresses:
» Methods for a structured decomposition of claims
» Methods for generating evidence to support arguments

How do we link methods, artefacts, evidence &
argumentation structure?

based on (Reich, 2021)

sub claim

argument

METHODS

argument

\ 4
sub claim sub claim
\ 4 A\ 4
argument
\ 4

\ 4
evi-
dence
?

argument

evi
dence

?

artefacts

methods, processes
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What does VVM do?

methods for a structured

argumentation for (sub) claims

methods for a structured

generation of evidence to
support arguments

based on (Reich, 2021), (Brade, 2021)

sub claim

claim«

<“— arguments—

A
- \

—» claime

sub claim

provides

data

evidence
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What does VVM do? YL oo
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risk balance is
positive if accident
rate of AD system is
lower than given

nositive reference sldgiel=int el (@
-. y .‘ '-l d pee ed ed
0
methods for a structured N sub claim :
. . Accident rate of
argumentation for (sub) claims reference system is
comparable with AD
sub claim system

<+— arguments—* claime
A

\ <—— arguments

provides
evidence

methods for a structured
generation of evidence to
support arguments

risk emitted by

AD system — data

provides
evidence

enables the comparison so that
we can say whether risk balance
is positive or not

method for
measuring
accident rate

measured
accident rate of
reference system

12
based on (Reich, 2021), (Brade, 2021)
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Requirements for a coherent, comprehensible and traceable safety Rﬁ:ﬁﬁ:ﬁ?&""
argument

» What we found, we need to connect methods, artefacts, evidence & argumentation structure:

» Asuitable level of abstraction to argue the
decomposition of the open context

» Possibility to argue for available evidence from a '

positive & negative perspective
» Separation of concerns to provide overview &

allow deep dives where neccessary ll
» (System- / Enterprise-) architecture as integral part

,slicing the elephant”

of the safety argument

» Compliance to relevant industry standards
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04.06:2021 | 28. SafeTRANS INDUSTRIAL DAY | MarcusfNolte _



High level assurance argument structure

(Reich, 2021)

/Capability Layer

~

Operational Con Op. Interpre
Concept Decomposition

claims & inter

open context

&

decomposition

tation / Vehicle in traffic Vehicle as a product Verification & Validation

system /
organizational
capabilities

evidence
for release

pretation / V&V concept

Engineering Layer

realization and V&V of capabilities in a
“controlled” environment

Execution/Real World Layer

realization and V&YV of capabilities
in the real environment
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High level assurance argument structure p 4 4
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consistent intra-layer argument

consistent intra-layer argument

consistent intra-layer argument

15

04.06:2021 | 28. SafeTRANS INDUSTRIAL DAY | MarcusfNoite



High level assurance argument structure

traceable
realization of
capabilities &

inter-layer

argument

traceable
realization of
capabilities &

inter-layer

argument
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Capability Layer: Linking enterprise & individual vehicle Rﬁ:ﬁ?ﬁ:ﬁ?&""

, capability architecture” is an
established concept in many
Enterprise Architecture Frameworks
(DoDAF, MODAF, NAF, UAF,...)

How can an OEM / mobility service
provider safely design & operate
a(n) (fleet of) automated vehicle(s)?

METHODS

bridging enterprise architecture & systems engineering
by leveraging a duality between system & enterprise‘s capabilities

Which capabilities does the vehicle need to safely operate in traffic?
Which capabilities does the enterprise need to monitor safe operation?

A

P —

/Capability Layer

4 \) \

claims &

open context

Operational Con Op. Interpretation / Vehicle in traffic Vehicle as product Verification & Validation

V&V concept

Concept Decomposition

system /
organizational
capabilities

evidence
for release

interpretation /
decomposition
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/Capability Layer \

Operational Con Op. Interpretation / Vehicle in traffic Vehicle as product Verification & Validation Standards
Concept Decomposition

All capabilities needed for product development and operation

Top Goals (Compliance,
Market..)
Sub goals (Safety Security,
Reliability, Privacy...)

_ Capabilities required Capabilities for
Opergnonal Target Behavior for system’s Organization Strategic V&V V&V
Domain (OD) in Traffic Sub-Use Case target behavior in to design & monitor Concept Evaluation

traffic sub use-case system's target behavior
State of the art Traffic Sub-
k Use Case

Claims
(8 Law, Society,
Market, Economy)

ISO 5083

: : Architectural Design Technical V&V Design
Engineering Layer & &

Technical Realization Realization

ISO 21448

ISO 26262

Physical Design

. for “Real World” V&V
Execution/Real World Layer Interaction with Real World & Open Context
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Current work YL oo
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» Focus on capability layer
» finding a suitable level of abstraction for the formulation of capabilities

» connecting organizational & system capabilities
» including capabilities as integral part of the safety case
» Integrating developed methods in the project with the 3-layer structure

» Assigning evidence generated by those methods to the 3-layer structure

» Connecting existing standards to the 3-layer structure

Structure seems to provide a helpful ,bridge* to fulfill the project goals w.r.t coming up with a
coherent & traceable safety argument, acknowledging the challenges of the open context!

19
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Conclusion R e
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» There is more to a coherent assurance argument than the notation of a safety case

» VVM contributes by

» Tackeling the complexity of the assurance argument by means of separation of concerns
» Linking methods, artefacts, evidence and argumentation structure in a
structured & traceable manner.

» Implementing a capability-based concept that allows for a coherent argument across claims,
architecture, evidence in an open context on an organizational & system level
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