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Central Role of the Risk Management Core

Process Integration of the Risk Management Core and Application example 

Interface to Safety Argumentation

How VVM handles Risk and links to Development Processes 
What you will experience
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Central Role of the Risk Management Core



Risk Management Core: Process Framework - assessing Risks explicitly in an iterative Control Loop
Risk Management Core works as a central collector for

Hazards Hazard Log
Risks
Safety Goals

Risk Management Core
Central Role

The Risk Management Core collects all Hazards and manages Risk from all Sources

Figure 1: Risk Management Core
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Risk Management Core: Process Framework - assessing Risks explicitly in an iterative Control Loop
Risk Management Core works as a central collector for

Risk Acceptance Criteria

Risk Management Core
Central Role

The Risk Management Core collects Risk Acceptance Criteria

Risk Management Core
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Safety: one goal multiple risk criteria 
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Goal: 
Absence of unreasonable risk

Functional 
Safety SOTIF Cybersecu

rity

ISO 
21434 

complia
nce

ISO 
21448 

complia
nce

ISO 
26262 

complia
nce

…

…

Safety =
ALKS: “The [...] system shall be 
free of unreasonable risks”

Ethics 
Commission

PRB

Product Liability 
Act, ALKS, …

ALARP

ALKS: 
"Unreasonable risk" 
means the overall 
level of risk for the 
driver, vehicle 
occupants and other 
road users which is 
increased compared 
to a competently and 
carefully driven 
manual vehicle. 

ALKS: “ALARP-Part”: 

"The activated system 
shall not cause any 
collisions that are 
reasonably foreseeable 
and preventable.

Ac
ce

pt
an

ce
 C

rit
er

ia

e.g. PRB

German Ethics Com. 
final report 2017: 2.
[…] automated systems 
are only justifiable if 
they promise at least a 
reduction of harm in 
the sense of a positive 
risk balance compared 
to human driving 
performance.

Laws, 
UN-ECE, 
ALKS, …

Explicit
Criteria

ALARP: As Low as Reasonably Practical
ALKS: UN-ECE R 157 - Automated Lane Keeping Systems 
AUR: Absence of Unreasonable Risk
PRB: Positive Risk Balance
SOTIF: Safety Of the Intended Functionality

Safety Domains Stakeholders
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There are different parallel Sources for Risk Acceptance Criteria



Process Integration of the Risk Management Core 
and Application example 



Risk Management Core initiated 
early in the Development process
Risk Management Core involved 
all over Lifecycle

Risk Management Core
Link to Development Process | Global
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Risk Management Core

Hazard Sources
Behavior, Environment, Technology,…

Acceptance Criteria

Risk Reduction 
Measures

Effectiveness Check
Do Measures sufficiently reduce Risk?
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Creation of a Safe Target Behavior 
by applying the Risk Management Core

Application example of the Risk Management Core
Creation of a Safe Target Behavior
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#10.4
Figure 2: Schema describing a method for a risk-based 
refinement of the target behavior specification #3.7

Figure 3: Risk Management Core
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Details on 
Posters



Scenarios are an essential input for the RMC

RMC interacts with the Process in multiple Places 

Risk Management Core (RMC)
Link to Development Process | Scenarios
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Risk Management Core
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Interface to Safety Argumentation



Safety Argumentation includes the Risk Management Core
RMC provides data for Safety Argumentation

Risk Management Core (RMC)
Interface to Safety Argumentation
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Risk Management Core

#3.8
Details on

Poster



Details on Posters 

Poster #3.7 – The Risk Management Core
Poster #3.8 – The VVM Safety Argumentation Structure
Poster #10.4 – Behavioral Safety Concept

Read the Pre-Print
Risk Management Core – Towards an Explicit Representation of Risks in Automated Driving

Authors: 
Nayel Fabian Salem, Thomas Kirschbaum, 
Marcus Nolte, Christian Lalitsch-Schneider, 
Robert Graubohm, Markus Maurer, Jan Reich

Transition
Interested in the topic?
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Thank you!

A project developed by the VDA Leitinitiative
autonomous and connected driving

Thomas Kirschbaum, Robert Bosch GmbH
Thomas.Kirschbaum@de.bosch.com
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