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The Role of Risk for Safety Assurance Rﬁﬁ:ﬁiﬁ‘;‘m"”

METHODS

What you will experience

1. Why do we use Risk as Measure for Safety?
2. What is the Mechanism to achieve Safety?
3. How did VVM assemble the Method ‘Risk Management Core’?

4. See the Advantages of the Method ‘Risk Management Core’
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Why do we use Risk as Measure for Safety?




Hazard, Harm, Safety, Risk Rﬁ:’ﬂﬁ:ﬁ?&"”
Why do we use Risk as Measure for Safety?

BEDROHUNG | , [ Relation toa specific |
threat L Use Case
Primary control point: , '
. GEFAHR t Relation to a h
El|m|nate the causes danger + particular harmed
L Party/Person )
I
\ 4
2. Hazard: source of harm GEF RO NG
$ WAHRSCH‘EINLICHKEIT
GEFAHRLICHES SITUATION, SZENARIO des Einretens
haziljdE;L?sNésent B situation,’scenario 1 Probability of occurence
i ¢ (Exposure, Controllability, )
1. No Harm at no time = Absolute Safety (not realistic) s > S A ey e
I |
v ) .
3. Risk: f(severity, Probability) = Measure for Safety RN+ | ..ol Condhions |
* Advantage | : Can represent small increments of harm v I
» Advantage II: measurable level of safety g&faﬁ _
« Advantage III: Enables threshold definition: Secondary control points:
Safety := absence of unreasonable risk Mitigate the effects

Figure: Term-relation-graph developed in VVM based on existing standards

VVM Final Event | V&V in Design, Development and Operation



Risk Management Core
Definition and relations of term

based on existing standards

) & ¢

[ ————

Bedrohung (threat): mégliche Ursache
eines unerwiinschten Ereignisses, der
einem System oder einer Organisation
Schaden zufiigen kann [ISO/TR 18638]

Gefahr (danger): gefdhrliche Situation,
die, wenn sie nicht vermieden wird, zum
Tod oder zu schweren Verletzungen
fuhren kann

[IS0 26513]

Gefahrdung (hazard):
potential source of harm

i [50 26262, ...]

: (for a specific stakeholder)

i Gefdhrliches Ereignis (hazardous
] E?E[!g:

i combination of a hazard and an

. operational situation
 [15026262]

Schaden (harm):
1 physische Verletzung oder Schadigung
¥ der Gesundheit von Personen oder der
Beschadigung von Sachen
[ISOYIEC Guide 51] modified

Risiko (risk):

Schadensausman kombiniert mit
Eintrittswahrscheinlichkeit
[ISOYIEC Guide 51]

Unfall (accident):
Eintritt eines Schadens durch ein

ungeplantes Ereignis
[IS0O 24765]

V035

Steiles Gebirge in der Nahe der
Strafienfihrung bedroht die
Unversehrtheit der T Tl - |

Beteiligten ;
A
A\

HzlA: Beschddigung der Fahrgastzelle
durch herabfallende Steine

HzZA: Spurverlust & Verlassen der
Fahrbahn durch Steine auf der Fahrbahn

el

A; Steinschlaggefahr
B: Gefahr von Eisglatie

HelHz1A: Stein mit 100kg Masse frifft
die Frontscheibe eins Kfz wahrend der
Fahrt im Bereich des Fahrers
He2Hz1A: Stein mit 1 kg Masse trifit
Masse trifft die Frontscheibe eins Kfz im
Siillstand im Bereich des Beifahrers

Verletzung der FZ-Insassen durch
1. beschadigte Fahrgastzelle
2. Verlassen der Fahriahn

120 x Steinschlage fJahr | 10 % grofie
Steine mit Verletzungspotential |
Verkehrsdichte 1:10 | ScheibengréBe 1:10
| == 0,12 Verletzungsfille/Jahr

Tatsachlich verletzte Personen durch
herabfallende Steine, welche die
Windschutzscheibe eines Fz
durchschlagen haben.

BEDROHUMNG
threat

Bezug zu einem

L bestimmten Use Case )

v

GEFAHR
danger

Bezug zu einem
bestimmten

. .Geschadigten®

3

GEFAHRDUNG
hazard

h

GEFAHRLICHES
EREIGNIS
hazardous event

h 4

F 9

SITUATION, SZENARIO
situation, scenario

k.

WAHRSCHEINLICHKEIT des
Eintretens

Probability of occurence

(Exposure, Controllability, )

SCHADEN SCHADENSCHWERE
harm Severity
RISIKO + Eintritt der
risk Randbedingungen
|
UMFALL
accident
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What is the Mechanism to achieve Safety?




Safety expectation and fulfillment: The Mechanism to achieve Safety Rﬁ:ﬁfﬁ:ﬁ?&""

METHODS

ADS Products are Safe because they meet Societal Safety Expectations
despite ovide represented by
] absence of . B
» Specification insufficiencies bl requirements fon
risk criteria

* Process insufficiencies

o NHTSA, FMCSA

» Knowledge insufficiencies

EU Commission, UN-ECE
. - Expose high
 Behavior uncertainties people to

(others, emergent)

low

Courts, Manufacturer

L hazards —

o that can
« Measurement uncertainties lead to

Rules
_ o harm
» Implementation uncertainties

Safety mechanisms, processes

Risks from
Hazardous

ADS — Automated Driving System

ODD - Operational Design Domain

RDW, KBA — national EU state authorities
NHTSA, FMCSA - US authorities

Safety e ODD restrictions, ...

measures ‘ ‘ j




Risk Acceptance Criteria

What is ,reasonable risk“?
» ,reasonable“ becomes explicit through
» Legislation (laws, directives)
» Jurisprudence (court rulings)
» State of the art (industrial facts)

e.g. motorcycles
e.g. public transport

always

£
3
S
- g
Probability g
of harm 2
3
e ¢ sufficiently low risk
¢
neglectable catastrophic
Severity of the harm
Severity
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Types of Risk Acceptance Criteria (RAC)

1. Generic RAC with reference
example: MEM, GAMAB, PRB

2. Generic RAC without reference
example: ALARP

3. Explicit RAC with/without reference
example: EU L4 implementing act:

fatalities < 1077 /h (indicative target)

MEM Minimal Endogenous Mortability, EU youth mortality rate
GAMAB Globalement Au Moins Aussi Bon, Principle of equal safety
PRB Positive Risk Balance, Statistic or Capability as reference

ALARP As Low As Reasonable Practible, State of the art + x

Risk Acceptance is not only ONE number | There are multiple RACs at the same time
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How did VVM assemble the Method ‘Risk Management Core’?




The Risk Management Core Rﬁmm
Creating the method Stakeholders

Society, authority, ethical
commission, manufacturer

Stakeholder expectation
Safety, absence of
__________________ o unreasonable risk
Eintretens

GEF, AHRLC ES
EREIG |s

SITLI TION, SZEN 10

"1 Probabilty of occurence

(Exposure, Controllability, )

g SCH ADE scH DENSC WERE
' harm
LUimizkg der |

Mlﬂn!hmm

] e Risk Acceptance
Criteria
Risk :
- Risk :
Estimation Risk Risk
Hazard Model- | Acceptance Management
Analysis DCe
) ! ing Core
Safety
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The Risk Management Core

Creating the method

SICHERHEITSZIEL |1
Salety Goal

GEFAHR
danger

BEDROHUNG + Bezug zueinem |
threat bestimmten Use Case |
Bezug zu einem |

+ bestmmten

SGeschidigten®

1| GEFAHRDUNG
3 hazard

- WAHRSCHEINLICHKEIT des
1 Eintretens
il SITUATION, SZENARIO
situation, scenario Frobability of occurence

(Exposure, Conrollability, )

: : !
SICHERHEITSANFORDERUNG | © SCHADEN SCHADENSCHWERE
Salety Requirement i harm
Umiahg der J
Madnghmen ¥

L L il
sk

2
§
i

UNFALL
accident

Risk Analysis

-lpmrmmr
rd
harm
Hazard |-nazard
Log event
= T
F—
situafions, | =
scenarncs Define
Measures
— It
Safety Goals  |+— e
ol {le
Risk Treatment

Stakeholders
Society, authority, ethical
commission, manufacturer

) & ¢

Stakeholder expectation
Safety, absence of
unreasonable risk

Risk Acceptance
Criteria

Risk Acceptance

Risk Modeling Accepted | Basis Types of Risk Acceptance
1. According to a rule
*  UN-ECE ALKS, ...

2. [Equal or better than a reference
+  GAMAB,

« PRB, ..

3. Explicit risk values
« PRB,
« MEM, ..

Unreasonable
Risk

—n

ly low risk

W18n

Risk Evaluation

Risk
Management
Core
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. Safety expectation and fulfillment: The Mechanism to achieve Safety S VERIFICATION
T h e R I S k M an ag e m e n t CO r e ADS Products are Safe because they meet Societal Safety Expectations R VALIDATION

despite i rowige  represented by METHODS
. . « Spesification insufliclencies uﬁ::::az:e § copanee < |+ ROW/KBA
The implemented Mechanism o T | e
 Knowledge insufficiencies "\ « EU Commissian, UN-ECE
+ Bohavior uncortainties il g

* Courts, Manulactures
{cthers, emergent)

* Measurement uncertainties

* Rules

+ Implemaentation uncanaintios

Risks from

Hazardous
svents

Risk Analysis Risk Acceptance
Risk Estimation Risk Modeling Accepted | Basis Types of Risk Acceptance
hazard severit . 1. According to a rule
——— Al-:‘ aazla;cils »| determine y > derive risk Risks .
sources y parameter | Probability lm_ * UN-ECEALKS, ...
> Actual
2 A 2. Equal or better than a reference
¢ GAMAB,
harm o e PRB,...
Hazard | _hazard | Hazardous ) 3. Explicit risk values
Log event Risks - « PRB,
‘ - | Irrételigil;g « MEM, ...
rr?ents Unreasonable
situations, - Risk
scenarios Define
A Measures
A T Integrity: Precision, “FuSf Yes
Safety Goals |« »| sufficiently low risk
> “Nominal” Safety-Need,
- necessary Risk reduction

Risk Treatment Risk Evaluation

opment and Operation



One VVM Method: R VALIDATION
The Risk Management Core

Risk Analysis Risk Acceptance
Risk Estimation Risk Modeling Accepted | Basis Types of Risk Acceptance
hazard Hazard severity : 1. According to arule
— > i > derive ri Risks | ™
sources|  Analysis >| determine probability derive risk > «  UN-ECE ALKS
parameter » |initial risk.— Actual T
2 A 2. Equal or better than a reference
¢  GAMAB,
harm — * PRB, ...
Hazard |_hazard ,| Hazardous ' 3. Explicit risk values
Log event Risks - «  PRB,
- 'y N Inteerity - MEM, ...
- rfnq:r']fé Unreasonable
situations, - Risk
scenarios Define
A Measures
A 41 Integrity: Precision, “FuS{* Yes
Safety Goals < »| sufficiently low risk
P “Nominal” Safety-Need,
A necessary Risk reduction
Risk Treatment Risk Evaluation
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Risk Analysis Risk Acceptance

-

Risk Estimation Basis Types of Risk Acceptance

hazard | |  Hazard

severity
sources Analysis

1. According to a rule
¢ UN-ECEALKS, ...

derive risk

w

determine
parameter | probability

-

initial risk

Fs -

2. Equal or better than a
reference

* GAMAB,
8 RPRE

.| Hazardous > e .
Event Risks g Ac{ua: Risk = 3. Explicit risk values

. * PRB
Unreasonable :
* MEM,

-~

5 Integrity
’ require-
ments

situations,
scenarios

Safety Goals ¢ Integrity: Precision, ,FusSi

-

sufficiently low risk
,Nominal“ Safety-Need,

ke
E S

necessary Risk reduction

Risk Treatment
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See the Advantages of the Method ‘Risk Management Core’




Consider all
kind of hazard
sources

VERIFICATION
VALIDATION
METHODS

Handle

Integrate

Consider

Simple overall s laineD societal safety

expectations

existing
standards

multiple risks
at a time

structure the risks

19021448, 150775 5055

Risk Analysis Risk Acceptance

Risk Modelligg Accepted | Basis Types of Risk Acceptance

Risk Estimation

\

hazard severity . 1. According to arule
——— ;:;zla:iis »| determine —»| derive risk Risks g
sources y parameter probab|||ty= o=l el . UN-ECE ALKS,
2. Equal or better than a reference
+  GAMAB,
harm — * PRB, ...
Hazard hazard | Hazardous 3. Explicit risk values
Log 4 event Risks — + PRB,
- Integrlty « MEM, ...
y Eig lEquire-
situations, - IS
scenarios Define
A Measures
,’ A 41 Integrity; Precision, “FuSf* . .
Safety Goals »| sufficiently low risk
I “No}!\inal" Safety-Need,
necesdary Risk reduction

Separated Need for
Integrity and Risk

Reduction

Risk Treatment

Closed
Risk-Control Loop:
Check Effectiveness

Explicit Risk
Reduction
Measures

Explicit value
for Risk
Reduction Need

Explicit comparison
Actual vs.
Unreasonable Risk
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Interested in the topic?

» Details on Poster
» Poster #3.7 - The Risk Management Core

» More about the application of the Risk Management Core
» Presentation: “How VVM handles risk and links to the development process”

» Read the Pre-Print
» Risk Management Core — Towards an Explicit Representation of Risks in Automated Driving

Risk Management Core — Towards an Explicit
Representation of Risks in Automated Driving

» Authors:
Nayel Fabian Salem, Thomas Kirschbaum,
Marcus Nolte, Christian Lalitsch-Schneider,
Robert Graubohm, Markus Maurer, Jan Reich
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Thank you!

Thomas Kirschbaum, Robert Bosch GmbH
Thomas.Kirschbaum@de.bosch.com

Supported by:

ﬂ@ Federal Ministry
I PROJECT of the i for Economic Affairs
PEGASUS VDA A project developed by the VDA Leitinitiative and Climate Action

FAMILY I LEITINITIATIVE  autonomous and connected driving

on the basis of a decision
by the German Bundestag
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