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1. Why do we use Risk as Measure for Safety?

2. What is the Mechanism to achieve Safety?

3. How did VVM assemble the Method ‘Risk Management Core’?

4. See the Advantages of the Method ‘Risk Management Core’

The Role of Risk for Safety Assurance 
What you will experience
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Why do we use Risk as Measure for Safety?



• Advantage I : Can represent small increments of harm
• Advantage II: measurable level of safety
• Advantage III: Enables threshold definition: 

Safety := absence of unreasonable risk

Hazard, Harm, Safety, Risk
Why do we use Risk as Measure for Safety?

3. Risk: f(Severity, Probability) = Measure for Safety

1. No Harm at no time = Absolute Safety

2. Hazard: source of harm

SITUATION, SZENARIO
situation, scenario

GEFAHR
danger

GEFÄHRDUNG
hazard

SCHADEN
harm

RISIKO
risk

BEDROHUNG
threat

SCHADENSCHWERE
Severity

UNFALL
accident

WAHRSCHEINLICHKEIT 
des Eintretens

Probability of occurence

(Exposure, Controllability, )

Relation to a 
particular harmed 

Party/Person
+

Relation to a specific 
Use Case

+

Occurrence of 
Boundary Conditions

+

GEFÄHRLICHES 
EREIGNIS

hazardous event

Primary control point:
Eliminate the causes

Secondary control points:
Mitigate the effects

(not realistic)

Figure: Term-relation-graph developed in VVM based on existing standards
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Risk Management Core
Definition and relations of term based on existing standards
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What is the Mechanism to achieve Safety?
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Safety expectation and fulfillment: The Mechanism to achieve Safety

ADS Products are Safe because they meet Societal Safety Expectations

despite
absence of 

unreasonable 
risk 

represented by

• Specification insufficiencies

• Process insufficiencies

• Knowledge insufficiencies

• Behavior uncertainties
(others, emergent)

• Measurement uncertainties

• Implementation uncertainties

Expose
people to 
hazards
that can
lead to 
harm

• RDW, KBA

• NHTSA, FMCSA 

• EU Commission, UN-ECE

• Courts, Manufacturer

Safety 
measures

Risks from 
Hazardous 
events

=
• Rules

• Safety mechanisms, processes

• ODD restrictions, …

lowhigh

provide
(requirements for)
acceptance  

criteria

ADS – Automated Driving System
ODD – Operational Design Domain
RDW, KBA – national EU state authorities
NHTSA, FMCSA  - US authorities
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Risk Acceptance Criteria

What is „reasonable risk“?
„reasonable“ becomes explicit through

Legislation (laws, directives)
Jurisprudence (court rulings)
State of the art (industrial facts)

MEM Minimal Endogenous Mortability, EU youth mortality rate 
GAMAB Globalement Au Moins Aussi Bon, Principle of equal safety
PRB Positive Risk Balance, Statistic or Capability as reference
ALARP As Low As Reasonable Practible, State of the art + x
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Types of Risk Acceptance Criteria (RAC)
1. Generic RAC with reference

example: MEM, GAMAB, PRB 
2. Generic RAC without reference

example: ALARP
3. Explicit RAC with/without reference

example: EU L4 implementing act: 
fatalities < 10-7 /h (indicative target)

Risk Acceptance is not only ONE number   |   There are multiple RACs at the same time



How did VVM assemble the Method ‘Risk Management Core’?
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The Risk Management Core
Creating the method
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Stakeholders
Society, authority, ethical 

commission, manufacturer

Risk Acceptance 
Criteria

Risk 
Management 

Core

Stakeholder expectation
Safety, absence of 
unreasonable risk

Hazard 
Analysis

Risk 
Acceptance

Risk 
Estimation

Safety

Risk 
Model-

ing
Safety 

Measures
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The Risk Management Core
Creating the method
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Stakeholders
Society, authority, ethical 

commission, manufacturer

Risk Acceptance 
Criteria

Risk 
Management 

Core

Stakeholder expectation
Safety, absence of 
unreasonable risk
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Risk Analysis

Hazard
Log

Hazard
Analysis

Risks

hazard 
sources determine

parameter probability

Risk Acceptance

Actual 
Risks

derive risk

Basis Types of Risk Acceptance
1. According to a rule

• UN-ECE ALKS, …
2. Equal or better than a reference 

• GAMAB,
• PRB, …

3. Explicit risk values
• PRB, 
• MEM,  …

Accepted
Risks

Actual Risk 
< 

Unreasonable 
Risk

Risk Modeling

No
sufficiently low risk

Yes

Define 
Measures

Safety Goals

severity

hazard

Risk Estimation

harm

initial risk. 

Integrity 
require-
ments

Integrity: Precision, “FuSi“

“Nominal” Safety-Need, 
necessary Risk reduction

Hazardous 
event

situations, 
scenarios

hazard

Risk Treatment Risk Evaluation
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The Risk Management Core
The implemented Mechanism



One VVM Method:
The Risk Management Core
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Risk Analysis

Hazard
Log

Hazard
Analysis

Risks

hazard 
sources determine

parameter probability

Risk Acceptance

Actual 
Risks

derive risk

Basis Types of Risk Acceptance
1. According to a rule

• UN-ECE ALKS, …
2. Equal or better than a reference 

• GAMAB,
• PRB, …

3. Explicit risk values
• PRB, 
• MEM,  …

Accepted
Risks

Actual Risk 
< 

Unreasonable 
Risk

Risk Modeling

No
sufficiently low risk

Yes

Define 
Measures

Safety Goals

severity

hazard

Risk Estimation

harm

initial risk. 

Integrity 
require-
ments

Integrity: Precision, “FuSi“

“Nominal” Safety-Need, 
necessary Risk reduction

Hazardous 
event

situations, 
scenarios

hazard

Risk Treatment Risk Evaluation
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One VVM Method:
The Risk Management Core - Communication Color Design
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See the Advantages of the Method ‘Risk Management Core’
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The 2023 TRB Annual

Automated Road Transportation Symposium

Risk Analysis

Hazard
Log

Hazard
Analysis

Risks

hazard 
sources determine

parameter probability

Risk Acceptance

Actual 
Risks

derive risk

Basis Types of Risk Acceptance
1. According to a rule

• UN-ECE ALKS, …
2. Equal or better than a reference 

• GAMAB,
• PRB, …

3. Explicit risk values
• PRB, 
• MEM,  …

Accepted
Risks

Actual Risk 
< 

Unreasonable 
Risk

Risk Modelling

No
sufficiently low risk

Yes

Define 
Measures

Safety Goals

severity

hazard

Risk Estimation

harm

initial risk. 

Integrity 
require-
ments

Integrity: Precision, “FuSi“

“Nominal” Safety-Need, 
necessary Risk reduction

Hazardous 
event

situations, 
scenarios

hazard

Risk Treatment Risk Evaluation

Consider all 
kind of hazard 

sources

Handle 
societal safety 
expectations

Consider 
multiple risks 

at a time

Simple overall 
structure

Integrate 
existing 

standards

Weighing up 
the risks

Explicit comparison 
Actual vs. 

Unreasonable Risk

Explicit value 
for Risk 

Reduction Need

Separated Need for  
Integrity and Risk 

Reduction

Closed 
Risk-Control Loop: 

Check Effectiveness

Explicit Risk 
Reduction 
Measures
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Details on Poster
Poster #3.7 - The Risk Management Core

More about the application of the Risk Management Core
Presentation: “How VVM handles risk and links to the development process”  

Read the Pre-Print
Risk Management Core – Towards an Explicit Representation of Risks in Automated Driving

Authors: 
Nayel Fabian Salem, Thomas Kirschbaum, 
Marcus Nolte, Christian Lalitsch-Schneider, 
Robert Graubohm, Markus Maurer, Jan Reich

Transition
Interested in the topic?

#3.7

VVM Final Event | V&V in Design, Development and Operation 19



Thank you!

A project developed by the VDA Leitinitiative
autonomous and connected driving

Thomas Kirschbaum, Robert Bosch GmbH
Thomas.Kirschbaum@de.bosch.com
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